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DOT&E Guidance
Dr. Gilmore’s August 1, 2014 Memo to OTAs

 Identifies the cyber threat as a real and present 
danger for modern warfare systems

 Requires that any oversight system capable of 
sending or receiving digital information undergo 
cybersecurity testing as part of OT&E

 Defines adequate cybersecurity testing as testing 
that:
 Identifies all significant vulnerabilities in the 

operational environment
 Captures their effect on mission 

accomplishment
 Prescribes a two-phased approach to cybersecurity 

OT&E:
 Cooperative Vulnerability and Penetration 

Assessment
 Threat-representative Adversarial Assessment
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Reviewing TEMPs and Test Plans

• DOT&E guidance highlights 
expected contents for TEMPs 
and Test Plans 

• All cyber OT&E events should 
have a DOT&E-approved plan 

• DOT&E AO should coordinate 
with Cyber OT&E POC (Dave 
Aland)

• At IDA, Cyber OT&E group 
will review all incoming 
TEMPs and Test Plans

• Send documents for review 
early – while changes can still 
be made!
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Elements of Cyber OT&E Planning

Taken from MQ-1/9 Architecture Analysis
(Every program should have a diagram like this one to 
help define the scope of testing)

• Almost every 
modern weapons 
system sends or 
receives digital 
information, and 
therefore needs 
cyber testing in 
OT&E

• Air-gapped systems 
are still vulnerable 
and must be tested
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Data Collection

• 1 August 2014 memo 
defines minimum set of 
data to be collected for 
both Cooperative 
Vulnerability and 
Penetration Assessment 
(CVPA) and Adversarial 
Phases

• Emphasis needs to be on 
detection, reaction, and 
response

– Not just identifying 
vulnerabilities

• Goal is to understand how 
well the system can 
perform in the presence of 
a cyber adversary
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Reporting

• DOT&E uses the results of cybersecurity testing when 
determining operational effectiveness, suitability, and 
survivability

• Results can be caveated
– E.g. survivable in the presence of an outsider cyber threat but 

not survivable in the presence of a nearsider or insider cyber 
threat

• DOT&E reports should incorporate:
– Vulnerability results from CVPA
– Vulnerabilities discovered during adversarial testing
– Detection, reaction, and response performance of cyber 

defenders
– Mission effects through cyber

» Through direct demonstration in OT&E, or
» Inferred from SME expertise when necessary due to safety or 

other risks
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Cyber OT&E Challenges

• The list of NSA-certified cyber threat teams (Red Team) is small 
compared to the number of events they need to cover

– 177th and 57th Information Aggressor Squadrons
– Threat Systems Management Office
– 1st Information Operations Command
– Naval Information Operations Command / Commander, Operational Test 

and Evaluation Force
– DISA Red Team

• In FY14, there were 21 oversight OT&E cyber events and 16 exercise 
assessments – this is only what’s under DOT&E oversight!

– All of the teams receive Service-level tasking as well

• Many programs perceive a lack of clear requirements
– DepSecDef directed examining the feasibility of a Cyber KPP
– JROC is examining incorporating Cyber into a Survivability KPP
– DOT&E has been working with JROC, but also exploring alternatives 

including a standalone Cyber KPP
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DOT&E Exercise Assessment Program

• Separately from the OT&E oversight role, DOT&E also 
administers the Congressionally-mandated CCMD 
cybersecurity exercise assessment program

• Assesses cybersecurity posture of CCMDs in the context of 
pre-existing training exercises

• Training audience learns to fight through a hostile cyber 
environment

• Although most of today will focus on OT&E, two briefings 
this afternoon will introduce the assessment program

– Focus will be on sophisticated analysis of attack threads and 
defender responses

– Demonstrates why operational cybersecurity testing is vital 
prior to fielding
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Today’s Schedule

• DOT&E Procedures

• Case Study #1 Q-53

• Common Myths and Refutations

• Cyber OT&E Overarching 

• Case Study #2 LCS

• Best Practices

• FY14 Exercise Overarching

• Valiant Shield 2014


